MpunoxeHne Ne 1

NAMATKA ]
[Ns OBYHAIOLUMXCSA OB MHOOPMALIMOHHOW BE3OMACHOCTM AETEM

HENb3A

1. Bcem nogpsg coobLaTs CBOK YaCTHY0 MHOpMaLUmio (HacTodawme ums, dhamunuio, TenedoH,
agpec, HoMep LWKOofbl, a Takke doTorpadurm CBoU, CBOEW CEMbU U APY3€EN);

2. OTKpbIBaTb BNOXEHHbIE (halnbl 3NEKTPOHHOW NOYTbI, KOr4a He 3Haellb OTNpaBUTENS;
3. [pybuTh, NpuampaTbhCH, OKka3biBaTb AaBMNEHME - BECTU Ce6SA HEBEXITUBO U arpecCuBHO;

4. He pacnopsikancsa geHbramm TBOen ceMbu 6€3 paspelleHns CTapLlunx - Bcerga cnpatuvBan
poauTenen;

5. He BcTpeuancsa ¢ IHTepHeT-3HaKOMbIMUK B pearnbHON XXU3HW - NOCOBETYNCS CO B3POCHbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaeay. YnTaelwb o cebe Henpaeay B VIHTepHeTe - coo6LLUM 06 3TOM CBOMM
poauTENAM UMK ONEKyHaM;

2. MpurnawatoT nepennceiBaTbCs, UrpaTb, 0OMEeHNBaTLCH - MPOBEPL, HET N NOABOXA;
3. HesakoHHOe konupoBaHue dannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBay B3pOoCibiM 0 npobnemax B CeTu - OHW Bcerga nomoryT;

5. Wcnonb3ayii HacTpoiiku 6e30nacHOCTU U NMPUBATHOCTM, YTOObI HE NOTEPSITL CBOU aKKayHTbI B
coLiceTsX U Apyrux nopTanax.

MOXHO
1. YBaxan gpyrux nonb3oBarernen;
2. MNonb3syewbca NHTEPHET-UCTOYHUKOM - [ieriall CChIfKY Ha Hero;
3. OTKpbIBaW TOSMLKO TE CChISIKK, B KOTOPbIX YBEPEH;

4. O6waTtbcs 3a NOMOLLbI B3POCHbIM - pOAUTENMW, ONEKYHbl U adMUHUCTPaLMA CalnToB Bcerga
NMOMOryT;

5. Mpongn obyyeHne Ha caiTe "CeTeBUYOK" 1 MOMy4n nacnopT undpoBoro rpaxkgaHunHa!



MpunoxeHne Ne 2
MH®OPMALUNOHHAA NAMATKA ANA OBYYAIOLLNXCA

C kaxgblM rogomM MOSOAEXN B MHTEPHETE CTaHOBUTbLCA Oonblue, a LUKOSIbHUKM OOHU U3 CaMbIX
aKTUBHbIX nonb3oBatenen PyHeTta. Mexay TemM, NTOMUMO OFPOMHOr0O KONMUYEeCTBa BO3MOXHOCTEN, UHTEPHET
HeceT 1 npobnembl. 3Ta NnamATKka AomkHa Nomoyb Tebe 6e3onacHoO HaxoaMTbCs B CETU.

KomMmnbloTepHble BUPYChI

KoMnbloTEpHbIA  BUMPYC - 3TO PasHOBUAHOCTb  KOMMbIOTEPHBLIX  MPOrpamMM,  OTIIMYMTENbHOM
0COBGEHHOCTbIO KOTOPOM ABNSETCA CNOCOBHOCTb K pa3MHOXEHWM0. B gononHeHue K 3ToMy, BUPYCbl MOTYT
NOBPEAMUTb WU MOJTHOCTBIO YHUYTOXUTL BCE (Dalsibl U AaHHbIE, MOAKOHTPOSIbHbIE MOMNb30BaTeNo, OT UMEHU
KOTOporo 6bina 3anylleHa 3apaxeHHasl nporpaMMa, a Takke MOBPeAuTb UMW OaXe YHUYTOXUTb
onepauVoHHyl0 cucTeMy cO Bcemy dpaiinamu B LeSnioM. B GomnblUMHCTBE CrydyaeB pacrnpoCTpaHsTCS
BMPYCbl Yepes MHTEpHeT.

MeToabl 3aLWMTbl OT BP€AOHOCHLIX Nporpamm:

1. Vicnonb3yi coBpeMEHHbIE OMNepaLMOHHbIE CUCTEMBI, UMEIOLLME CePbE3HbI YPOBEHb 3aLUUThI OT
BPEAOHOCHbIX Mporpamm;

2. MNocTosiHHO ycTaHaBnNMBal naytv (LMpPOBbLIE 3annaTku, KOTOPble aBTOMATUYECKW YCTaHaBNNBAKOTCS
C uenbko gopaboTkM nporpaMmmbl) M Apyrne OBGHOBMNEHWSI CBOEW OMnepaumMoHHOM cucTeMbl. CkaumBam mx
TONbKO C odwuumanbHoro cawita paspabotunka OC. Ecnu cywecTtByeT pexum aBTOMaTMYECKOro
OBHOBIEHNWSA, BKITHOYM €rO;

3. Pabotan Ha cBoeM KOMMbIOTEPE MOoA NpaBaMu Nonb3oBaTens, a He agMMHUCTpaTopa. OTO He NO3BONUT
OONbLUMHCTBY BPEAOHOCHBIX MPOrpaMM MHCTanIMpoBaTbCa Ha TBOEM NEPCOHAINIbHOM KOMMbIOTEPE;

4.  Vcnonb3yi aHTUBUPYCHbIE NporpaMmHble NpoayKTbl M3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTU4YeCcKUM obHoBneHnem 6as;

5. OrpaHuyb p13nYeckunii 4OCTYN K KOMMbIOTEPY ANS MOCTOPOHHUX NNLL;

6. Mcnonb3yi BHELIHWE HOCUTENU MHOPMaUnUK, Takue Kak dneLuka, JUCK unu damn n3 MHTepHeTa,
TONBKO N3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBai KOMMbOTEPHbIE daiinbl, NONyYeHHbIE U3 HEHaAeXHbIX UCTOYHUKOB. Jaxe Te dainsbl,
KOTOpble npucrnan TBON 3HakoMbli. Jlyylle yTouHM y Hero, oTnpasnsan nun oH Tebe ux.

Cetn WI-FI

Wi-Fi - 9T0 He BuA nepegaym gaHHbIX, HE TEXHOMOrus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHgckas komnaHusa 3apernctpupoana 6perHg "WECA", yto o6o3Hadvano cnosocoyeTaHue "Wireless
Fidelity", koTopbi nepeBoaMTCA Kak "6ecnpoBogHast TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesuatypa, KoTopas SBNSIETCA Takow e TexHonormen. 3T1o
abbpesunartypa "Wi-Fi". Takoe Ha3BaHWe ObINO AaHO C HAMEKOM Ha CTaHAApPT BbICLUEN 3BYKOBOW TEXHMKN Hi-
Fi, 4To B nepeBoae o03Ha4yaeT "BbiCOKasi TOYHOCTL".

[Oa, becnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENSIX 1 a3ponopTax ABMASeTCH OTIIMYHON BO3MOXHOCTbIO
BbIXO4a B WHTEpHET. Ho MHorve akcnepTbl cuuTaloT, 4To obwepoctynHele Wi-Fi ceTn He sBnstoTtcA
©e3onacHbIMMU.

CoBeTbl N0 6e3onacHocTM paboThl B 06wWenocTynHbix ceTax Wi-fi:

1. He nepenaBaw cBOW NNYHY0 MHopMaLmio Yepes obwwenoctynHele Wi-Fi ceTn. PaboTas B Hux,
XenatenbHO He BBOOUTb Maponiv JOCTYNa, NOrMHbI N Kakne-To HOMepa;

2. Vcnonb3yit 1 0GHOBNAK aHTUBUPYCHbIE NporpaMmbl U GpaHaMayep. Tem caMbiM Tbl 0Ge3onacullb
cebs OT 3aKkayku BUpyca Ha TBOE YCTPOMUCTBO;



3. Mpu ucnonbzosaHum Wi-Fi oTknoumn dyHkumo "O6wmin goctyn k dannam m npuHtepam”. [daHHas
PYHKUNA 3aKpbiTa MO YMOMNYaHUIO, OOHAKO HEKOTOpble MNOoNb3oBaTenu akTUBMPYKT ee Ans yaobcTea
ncnonb3oBaHnsa B paboTte unu y4yeobe;

4. He ncnonbayi nyénuuHein WI-FI ona nepegaymn Nnu4YHbIX AaHHbIX, HANPUMEpP ANd BbIXOAaA B
coumarbHble CETU UMW B SNIEKTPOHHYIO MOYTY;

5. Wcnonb3yi Tonbko 3awmiieHHoe coeanHeHme Yepes HTTPS, a He HTTP, T.e. npn Habope Beb-
agpeca BBoAN nMmeHHo "https://";

6. B mobunbHom TenedoHe oTknoum dyHkumto "ToakntodeHme k Wi-Fi aBTomatuyeckn”. He gonyckan
aBTOMaTU4YECKOro NoAKnYeHns yctponctaea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTun

CoumarnbHble CETM aKTUBHO BXOAST B Hally XX13Hb, MHOrmne noogn pa60Tar0T N XNBYT TaM NOCTOAHHO, a
B Facebook YyXe 3aperncTtpmpoBaH Mmunnunapn 4enoBek, YTo ABNAeTCA OLHOWN CeabMOW BCEX XUTenen nnaHeTbl.
MHorve nonb3oBartenu He NMOHMMALOT, YTO VIHd)OpMaLJ,VIﬂ, pasmMelleHHaa nMn B counarbHbIX CEeTAX, MOXeT ObITb
HangeHa n UCrnonb3oBaHa Kem yrogHo, B TOM 4ucne He obs3aTenbHO ¢ Gnarnmm HaMepeHnamn.

OcHoBHble CoBETbI N0 6e30MacHOCTU B CoLManbHbIX CeTaX:
1. OrpaHunyb crnncok apysei. Y Tebs B Apy3bsiX He AOMKHO ObiTb CryyYaiHbIX Y HE3HAKOMbIX NoAeN;

2. 3awumian CBOK YacTHYI0 XM3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUs!
W OPYryH0 NIMYHYIO MHDopMaLUmMio. 3rOoyMbILLISIEHHUKU MOTYT UCMOMNb30BaTh AaXe MH(OPMaLMIo O TOM, KakK Tbl
1 TBOW pOaUTENM MlaHMpyeTe NPOBECTU KaHUKYbI;

3. Bawumwan cBoto penyTaumio - AepXu ee B YACTOTe W 3agaBan cebe Bonpoc: xoTen Obl Tbl, YTOObI
Apyrve nonb3oBaTenu BuAenu, 4To Tol 3arpyxkaewb? [logyman, npexge 4Yem 4TO-TO onybnukosaThb,
HanucaTb U 3arpyaunThb;

4. Ecnu Tbl roBopuLLb C NIOABMM, KOTOPbIX HE 3HAELLb, HE UCNOMb3YI CBOE pearnbHOe UMS U ApYryio
NMYHYI0 MHpOPMALMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3bGeran pasmeLleHmns gpotorpaduii B IHTEpHeTe, rae Tbl M306paXKeH Ha MECTHOCTH, MO KOTOPOM
MOXHO onpeaenuTb TBOE MeCTOMNOMNOXEHNE;

6. Mpu pernctpaunm B coumanbHON ceTn HeobXxoanMO UCMONb30BaThb CIOXHbIE NAponu, COCToALWME
13 GYKB ¥ LMp 1 C KONMMYECTBOM 3HAKOB He MeHee 8;

7. lna coumanbHOM CeTun, NoYTbI U apyrnx canToB HeobxoQMMO MCMONbL30BaTb pa3Hble naponun. Torga
ecnu Tebsi B3nomarT, To 3M10yMbILLNEHHUKN nony4vaTt AOCTYN TOJIbKO K OQHOMY MeCTy, a He BO BCe Cpaay.

3]19KTpOHHbIe AEeHbrun

aﬂeKTPOHHbIe AEHbIN - 3TO OYEHb y,EI,O6HbIIZ cnocob nnarexen, ogHako CyWeCTBYHOT MOLUEHHUKHN,
KOTOPbI€ XOTAT NONYyYUTb 3TN OEHbIW.

3]'IeKTpOHHbIe OeHbrn noaBuUnncb coeceMm HeaaBHO U UMEHHO U3-3a 3TON0 BO MHOIMX rocygapcrteax o
CUX NMop He nponncaHo Nnpo HMX B 3aKOHax.

B Poccumn e OHUM (PYHKLMOHMPYIOT M O HUX YXKe MNPONMcaHo B 3aKoHe, rae WX pasgenstoT Ha
HECKOIbKO BWOOB - @HOHUMHbIE U HE aHOHMMHble. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspellaeTcs MNpoOBOAWUTL ofepauun 6e3 uaeHTudMKaummM nonb3oBaTens, a B HEeaHOHMMHbIX
naeHTUdUKaLmMs norb3oBaTens sBnseTcs obs3aTensHoN.

Takke cnefyeT pas3nuyath 3NEKTPOHHbIE huaTHble AEHbIM (pPaBHbI FOCYAAPCTBEHHBIM BanoTam) u
3MNeKTPOHHbIE HedhmaTHbIE AEHBIV (HE paBHbl FOCYAapPCTBEHHbLIM BarnoTam).

OcHoBHble coBeTbl Mo 6e3onacHomn pa60Te C 3J1EKTPOHHbIMW OEeHbramMmu:

1. MpuBsDKM K cHETY MOBUNbHBIN TenedoH. ATo camblii yAOOHLIN 1 ObICTPLIA CNOCO6 BOCCTAHOBUTL
[ocTyn K cyeTy. [NprBA3aHHbIN TenedoH NOMOXET, ecnn 3abyaellb CBOW NMaTeXHbIN Naporb Unn 3angellb
Ha CalT C HE3HAKOMOrO YCTPOMWCTBA;



2. Wcnonb3yn ogHopasoBble naponu. [locne nepexona Ha yCUEHHYO aBTopm3aumio Tebe yxe He
OygeT yrpoxaTtb ONacHOCTb KpaXu Unu nepexesaTa nnaTexHoro napons;

3. Bbibepu cnoxHbI naponk. MNpectynHukam 6yaeT He NPOCTO yragaTb COXHbIM nNaponb. HagexHbie
naponu - 3aTo Naposn, KOTopble cogepxaT He MeHee 8 3HaKOB M BKIOYalT B ce6S CTPOYHbIE 1 NPOMUCHBIE
OykBbl, LMEPLI U HECKONBKO CMMBOJIOB, TakMe Kak 3HaK gonnapa, gyHTa, BOCKNUUATENbHbIN 3HaK U T.M.
Hanpuwmep, $tRONng!;;

4. He BBOAM CBOW NUYHbIE OAHHbIE HA canlTax, KOTOPbIM HE AOBEpsiELUb.
OneKTpoOHHas no4ta

SJ'IeKTDOHHaFl no4Ta - 3TO TEXHONOIMA U npenocraBnaeMble €0 yCryrn no nepecobiyike u nonyyvyeHno
3MNEKTPOHHbIX COODOLLEHWI, KOTOpble pacnpedensaTcsd B KOMMbOTEPHON ceTu. OObIYHO 3MEKTPOHHbIN
MOYTOBbIA SAWMK BbIMMAAUT cnegylowum obpasom: MMsi_nonb3oBaTens@uMsa_aomeHa. Takke Kpome
nepegayun NPoOCcToro TEKCTa, UMEETCH BO3MOXHOCTb nepeaasaTth dhansbi.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NeKTPOHHOW NOYTON:

1. Hapgo BbIGpaTb NpaBwUibHbINA NOYTOBLIV CEpPBUC. B MHTepHETE eCcTb OrpoMHBI BbIGOp GecnnaTHbIX
MOYTOBLIX CEPBUCOB, OJIHAKO Nydyllie A0BEPATb TEM, KOTO 3HAELLb U KTO MepBblii B PENTUHTE;

2. He ykasbiBa B NYHOW NoYTe NUYHy0 nHcopmaumio. Hanpumep, nyyie BoibpaTb
"My3blkanbHbIN_aHat@" nnn "pok2013" BmecTto "Temal3";

3. Wcnonbayit AByxaTanHyo aBTopusaumio. To Korga NOMUMO Napossi HY>XHO BBOAWTL KOf,
npucbinaemein no SMS;

4. Bbibepu cnoxHeli naponbs. s kaXgoro NoYTOBOro siLMKa SOMKEH OblTb CBOM HAOEXHbIN,
YCTOMYMBbLIN K B3/IOMY MNapoSib;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHbIV BOMPOC, UCMOMb3y 3Ty BO3MOXHOCTb;

6. Vcnonb3y HEecKOoMnbKO MOYTOBbIX AWMKOB. [lepBbii AnS 4acTHOW NEepenuckM ¢ agpecatamu,
KOTOpbIM Thbl AOBepseLlb. DTO SMEKTPOHHbIN agpec He Hago MCNoMb30BaTh NPY perucTpauumn Ha opymax u
camnTax;

7. He oTkpbiBan thannsl n gpyrue BrnoXxeHus B NMcbMax, Aaxe ecriv OHU NPULLINU OT TBOUX ApYy3en.
Jlydlle yTOYHM y HKX, OTNPaBNASAnM N oHu Tebe aTn dannsl;

8. NMocne okoH4YaHUs paboTbl HAa NOYTOBOM CEpPBMCE Neper 3akpbiTUEM BKITaAKM C calToM He 3abyab
HaxaTb Ha "Bbiitn".

Ku6ep6ynnMHr nnun BupTyanbHoe n3geBatesribCTtBoO

KnbepbynnuHr - npecnegosaHue coobLLeHnsiMu, cogepxaiumm ockopbneHus, arpeccuio,
3anyruBaHue; XynuraHcTeo; coumarnbHoe 60MKOTUPOBaHME C MOMOLLBIO Pa3fNYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KMGepOyNUHIOM:

1. He 6pocarcs B 6on. Jlyywmii cnocob: nocoBeToBaTbCsa Kak ceba BECTM M, €CrN HET TOro, K KOMY
MOXHO 00paTuTbCH, TO BHavane YCMoKoMTbCA. Ecnm Tbl HayHews oOTBeYaTb OCKOPONEeHWsMUM Ha
ockopbrieHus, TO TONbKO eLe 6onblue pasoxokellb KOHAIUKT;

2. YnpaBnswv cBoen kubeppenytaumen;

3. AHOHUMHOCTb B CETU MHUMAaS. CyLLLeCTByIOT CnocoObl BbIACHNTL, KTO CTOUT 38 aHOHUMHbIM
AKKayHTOM;

4. He cTouT BECTU XynuraHckuii o6pas BUpTyanbHOM Xu3Hu. HTepHeT uKkcnpyeT BCe TBOM AENCTBUS
N coXpaHsieT ux. YaanuTb ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBo BMPTYarnbHYH YeCTb CMOSOAY;



6. WrHopupyn eanHnyHbIZ HeratuB. OQHOPa30Bble OCKOPOUTENbHbBIE COOOLLEHUSA Ny4lle
urHopupoBaTtb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HavanbHOW CTaauy;

7. BaH arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOOLLIEHUAMMU, B COLMANbHbIX CETAX €CTb
BO3MOXHOCTb B6IOKMPOBKM OTMNPaBKM COOBLLEHNI C ONpeaeneHHbIX agpecos;

8. Ecnn Tbl cBupetenb kubepOynnuHra. TBou AENCTBUSA: BbICTYNUTb NPOTMB NpecrnegoBaTens,
nokasaTb €My, 4TO ero [OencTBuUs OLEHMBAIOTCA HEraTUBHO, NoAadepXaTb XXEpPTBY, KOTOPOW HYXHa
ncmxonormyeckasi NOMOLLb, COOOLLMTL B3POCHbIM O hakTe arpeCCMBHOrO NoBeAEeHUS B CETMU.

Mo6unbHbIN TenedhoH

CoBpeMeHHble cMapT@OHbI U NaHLWETbl coaepXat B cebe BnonHe B3poCnbli PyHKLUMOHAnM, 1 Tenepb
OHWM MOTYT KOHKYpPMpPOBaTb CO CTaLMOHapHbIMU KomnbloTepamu. OgHako, CPeAcTB 3almTbl A51S NOoA00OHbIX
YCTPOMCTB NOKa OYeHb Marno. TecTMpoBaHMe M MOWCK YA3BUMOCTEN B HUX MPOUCXOOUT HE TaK MHTEHCMBHO,
kak ons MK, To xxe camoe kacaeTcsa n MOBUNBHbLIX NPUNOXKEHWUIA.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe npakTu4eckn pnorHann HacTollbHble aHanoru, OAHakKo
pacliunpeHue (*)yHKLI,VIOHaJ'Ia BneYeT 3a cobon 60ﬂbLIJy}O CINOXXHOCTb N MEHbLUYH 3alNLLEHHOCTb.

[daneko He BCe Npou3BOAWTENM BbiNyCKaloT OOHOBMEHWS, 3aKpbliBalLLMe KpUTUYECKne YA3BMMOCTH
AN CBOUX YCTPOWCTB.

OcHoBHble coBeTbI Afst 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaZ

Hwnyero He siBnsieTca no-HacToswemy 6ecnnaTHeiM. Byab ocTopoXkeH, Beab korga tebe npegnaratoT
SecnnaTtHbIV KOHTEHT, B HEM MOTYT ObITb CKPbITbI KAKMe-TO NnaTHbIe YCNyry;

Oymaii, npexge 4em otnpaBuTb SMS, ¢doto mnu Bugeo. Tbl TOYHO 3Haelb, rAe OHW OyayT B
KOHEYHOM utore?

Heobxoanmo 06HOBNATE ONepaLMoOHHYI0 CUCTEMY TBOEro CMapTdOHa;
VMcnonb3yn aHTUBUPYCHbIE NporpamMMbl Anst MOOUMbHbBIX TeNedOHOB;

He 3arpyxaii NpunoxeHus oT HEU3BECTHOrO WUCTOYHWKA, BEAb OHW MOTYT COAepXaTb BPELOHOCHOE
nporpamMmmHoe obecneyeHue;

[Mocne TOro kak Thbl BbIMAEWb C cawTa, rae BBOAMM NUYHYKO MHAOPMAaLMIO, 3aWaM B HACTPOWKU
Opaysepa u yganum cookies;

Meproanyeckn NpoBepsii, kKakne nrnaTHble YCYrM akTUBUPOBaHbI HA TBOEM HOMEPE;
[aeai cBoi HoMep MOBUNbHOro TenedoHa TONbKO NOASM, KOTOPbLIX Thl 3HAELLUb U KOMY AOBepsieLlb;

Bluetooth gomkeH GbiTb BbIKINOYEH, Korga Tbl MM He Nonb3yellbes. He 3abbiBait MHOrAa NpoBepsiTh
aTo.

Online vrpbl

CoBpeMeHHble OHMaWH-Urpbl - 3TO KpacoO4Hble, 3axBaTbiBalOLLME pasBreyeHusl, obobeauHsowme
COTHM ThICSY YeNioBeK Mo BceMy Mupy. Mrpoku mnccnepyroT AaHHbIA UM Mup, obLiatTcs Apyr C Apyrom,
BbINOMHSIIOT 3afjaHUsl, CPaXarTCs C MOHCTPaMU M NoNy4aroT onbIT. 3a yA0BONLCTBUE OHU NNATAT: NOKyNakoT
[M1CK, onnayvBaloT aboHEeMEHT Uy NpuobpeTatoT Kakme-To Onuuu.

Bce aTn cpeactsBa uayT Ha NoAadepXaHuMe M pasBUTUE UIPbl, a Takke Ha camy 6e30macHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOPU3aLIMK, BbIMYCKAKOTCA HOBble naTtyM (UMpPOoBLIE 3anmaTkv Ans
nporpamm), 3aKpbiBalOTCH YA3BMMOCTU CEPBEPOB.

B nogo6HbIx nrpax CtouT onacaTtbCA He CTOJIbKO CBOMUX COMNEPHUKOB, CKOJTBKO KpaXXn TBOEro naporn4d,
Ha KOTOpPOM OCHOBaHa cunctema aBTopusalmnm OGonbLlUMHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOETo UrpoOBOro akkayHTa:



1. Ecnu gpyroii urpok BeaeT cebs nioxo unn co3gaeT Tebe HenmpusTHOCTU, 3aBOKUPYI ero B Crivcke
UrPOKOB;

2. Moxanyncs agMUHUCTpaTopaM Urpbl Ha NII0X0e NoBeAeHME 3TOr0 UrpokKa, XKenaTenbHO NPUNOXNUTb
Kakve-To AoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nn4yHyo nHdopmMaumio B npocpaimne urpbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UIPeE;

5. He yctaHaBnuBeam HeodmumanbHble natyn u Moapl;

6. Vicnonb3yi CrnoxHble 1 pa3Hble naponu;

7. Oaxe BO BpeMSs Urpbl HE CTOMT OTKNOYaTb aHTMBUPYC. Noka Tbl Urpaellb, TBOW KOMMLIOTEP MOTYT
3apasuTb.

PULWNHT Unu KpaXa JINYHbIX OaHHbIX

OGbIYHON Kpaxen AeHer U OOKYMEHTOB CEerogHs yXe HUKOro He YAUBMLIbL, HO C pasBUTUEM WHTEpPHET-
TEXHOMOTNI 3MOYMbILLNIEHHUKM NEPEMECTUNUCH B UHTEPHET, Y NPOAOIIKAKT 3aHMMaTbCA "NMobUMbIM" gENOM.

Tak nosiBunacb HoBas yrpo3a: WHTEPHEeT-MOLUEHHWYECTBA WNKN (QULUMHI, TNaBHasA Lefb KOTOPOro
COCTOUT B MONTyYEHMUN KOHpMAEHUManbHbIX OaHHbLIX NOMb30BaTeNen - NOrMHOB M nNapornen. Ha aHrnuickom
a3blke phishing untaetca kak comwmHr (oT fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cnegu 3a cBOMM aKKayHTOM. Ecnu TbI nogo3peBaellb, YTO TBOA aHKeTa Oblna B3nomaHa, 1o
HeobxoaMmMo 3a6J'IOKMpOBaTb ee n coobwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXHO CKopee,

2. VlCFIOJ'IbSyI?I Ge3onacHble Be6-calThbl, B TOM 4ncne, MHTEPHET-MarasmHoB U MONCKOBbIX CUCTEM;

3. Wcnonb3yn crnoxHble n pasHble naponu. Takum obpasom, ecnu Tebs B3nomatoT, TO
3MOYMBILLSIEHHUKN MONyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOMUII0 B CETU, @ HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To Heobxogumo npeaynpeauTb BCEX CBOMX 3HAKOMbIX, KOTOpble J06aBMEHbI
y Tebsa B Apy3bsx, 0 TOM, 4TO Tebsi B3nomManu n, BO3MOXHO, OT TBOEro umeHu bygeT paccbinartbecsa cnam u
CCbINKM Ha PULLIMHTOBbLIE CanThI;

5. YcraHoBM HagexHbii naponb (PINe) Ha MoBUnbHbIN TeNedoH;
6. OTknoun coxpaHeHune napons B 6paysepe;

7. He oTkpblBa canrbl n gpyrme BnoxXeHWs B NUCbMax, AaXke ecrivi OHU NPULLINIK OT TBOUX ApY3en.
Jlydlle yTOYHM y HMX, OTNPaBASAnM N oHu Tebe aTn dannsbi.

LUundpoBas penyrtauyus

LindpoBas penytaumss - 3TO HeraTMBHas WM Mo3uMTMBHas wHdopmaums B cetn o Tebe.
KomnpomeTupyowas nHdopmMaumns, pasMelleHHas B MHTepHeTe, MOXeT cepbe3HbiM 06pa3om oTpasuTbes
Ha TBOeW peanbHOM Xu3HW. "LincpoBas penytauma” - 3TO TBOM MMUOX, KOTOPbLIN opmupyetca us
nHcopmaummn o Tebe B MHTEpHeTE.

TBOE MECTO XUTENbLCTBA, yqe6b|, TBOE d)MHchosoe nonoxeHune, 0CoOb6eHHOCTU Xapakrtepa n pacckasbl
0 ONU3KMx - BCe 3TO HaKanMBaeTCs B CETHU.

MHorne noapoCTKM NErkOMbICNIEHHO OTHOCATCS K NyGnvKauumn nMyHon nHgopmauun B MHTepHeTe, He
NOHUMAasi BO3MOXHbIX MOCMEACTBUA. Thbl AaXe He CMOXelb goragatbCa O TOM, 4TO poTorpadums,
pasmelleHHasn 5 neT Hasagd, cTana NpUYNHOM OTKasa NpuHATL Tebs Ha paboTy.

KOMMeHTapMM, pa3melleHne TBonx (bOTOFpa(bI/Iﬁ n gpyrue OencTeus MOryT HEe UCHE3HYTb AdaXe nocre
TOro, Kak Tbl UX yOanuilb. Tbl He 3Haelb, KTO COoXpaHun 3Ty Mchopmau,mo, nonana nn oHa B NMOUCKOBbIE
CUCTEeMbI U COXpaHUIacb N OHa, a rMaeHOe: 4YTO NoAyMakT O Tebe OKpyxXawLine nogn, Kotopble Ha|7|p,yT n



YBUAAT 3T0. Hantn nHdopmanmio MHOro NieT CNycTsi CMOXET Ntobow - kak n3 gobpbix NOOYXOAEHUN, Tak U ¢
HamepeHeM NPUYUHNTL Bped. ITO MOXET ObITb KTO YroaHO.

OcHOBHble COBETbI NO 3aluMTe LdPOoBOI penyTaumu:
1. Moaymai, Npexae YeM YTo-To NyGnMKoBaTb U NepeaaBath y cebs B Griore Uiy B coumarnbHOM CeTu;

2. B HacTponkax npodunsa ycTaHOBU OrpaHMYeHns Ha NMPOCMOTP TBOEro Npoduns u ero Coaep>XUmMoro, caenan
€ro Tonbko "anga gpysen”;

3. He pasmeluaii n He ykasbiBail MHpOpMALIMIO, KOTOPasi MOXKET KOro-nnbo OCKopGnsTh UK 06UXaTh.
ABTOpCKOe npaBo

CoBpeMeHHble LUKOMNBbHWKN - aKTMBHblE Monb3oBaTenu LudpoBoro npocTtpaHcTBa. OgHako daneko He Bce
3HAlOT, YTO MOMb30BaHWE MHOMMMM BO3MOXHOCTAMU UudppoBoro mupa TpebyeT cobniogeHuss npaB  Ha
WHTENNeKTyanbHyt0 COGCTBEHHOCTb.

TepMuH "mHTennekTyanbHad COGCTBEHHOCTb" OTHOCUTCS K pPasfnMyHbIM TBOPEHUSAM YenOBEe4YecKoro yma,
HauMHas C HOBbIX U300peTeHMn u 3HaKkoB, 0bO3Ha4YaloWmMx COBCTBEHHOCTb Ha MPOAYKTbI M YCINyrn, U 3akaH4yuBas
KHUramm, gpotorpadmsamm, KWNHOUIbEMaM1 U My3blKanbHbIMY NPOU3BEAEHUSMMU.

ABTOpCKME npaea - 3TO NpaBa Ha UHTENNEKTyanbHyl0 COOCTBEHHOCTb Ha NPOU3BEAEHUSA HayKK, NUTepaTypbl U
nckycctea. ABTOPCKME MNpaBa BLICTYNMAlT B KA4YeCTBE rapaHTUM TOro, YTO WHTENNEKTyanbHbIR/TBOPYECKUA Tpya
aBTopa He OydeT HanpacHbIM, 4acT eMy CrpaBedsiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa,
Nony4nTb M3BECTHOCTb M NpU3HaHmne. HukTo 6e3 paspelueHnsa aBTopa He MOXET BOCMPOM3BOANUTb €ro NPousBeaeHmne,
pacnpocTpaHsitb, MNyOGnNMYHO OEeMOHCTpMpoBaTb, nNpodaBaTb, WMMOPTMpPOBATb, MNyckaTb B NpokaTt, NyonnyHO
WCNONHATbL, NOKa3bIBaTb/UCMNOMHATL B achmpe unu pasmewtatb B IHTepHeTe.

Wcnonb3oBaHue "nupatckoro” mporpaMMHOro obecneyeHusi MOXeT NPUMBECTM K MHOTMM pucKaMm: OT noTepu
AaHHbIX K TBOMM akKkayHTam OO0 GNOKMPOBKM TBOEro YCTPOWCTBA, FAe YCTaHOBMEHa HerneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT fieranbHble u 6ecnnaTtHble NPorpaMMbl, KOTOPblE MOXHO HAWTW B CETW.

O noprane

CeTeBUYOK.pd - TBOW rMaBHbIA COBETYMK B CETU. 3406eCb Thl MOXELUb Y3HaTh 0 6€30MacHOCTUN B CETU MOHATHBIM
N OOCTYMHbIM S3bIKOM, @ NMPU BO3HUKHOBEHUW KPUTUYECKOW CUTyauum oOpaTUTbCHA 3a COBETOM. A TakkKe MPUHATb
y4yacTue B KOHKypcax M cTaTb CamMmbiM LMGPOBLIM rpaxkgaHnHoOM!



